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The method of biometric cryptosystem design on the basis of fuzzy extractor, in which main 
disadvantages of biometric and cryptographic systems are absent, is considered. The main 
idea of this work is a control of identity recognition errors with use of fuzzy extractor, which 
operates with Reed-Solomon correcting code. The fingerprint features vector is considered as 
a biometric user identifier.  
 

. . , . .  
 

     
 

 
  

 
       -

  :        
 , ,    ,   -

.   ,     ,   
  , . .      

[1]. 
  ,      

 [2]: 
-       ,   

   (  30%); 
-      ; 
-     ,   ; 
-      ; 
-    . 

        [2]: 
-   ; 
-     ; 
-      .



 
      

 

7

       ,  -
      .    -

      .   
    , . .  -

 .     ,    -
   ,    . . [3]. 

 , ,    -
.       ,   -

     .  -
   ,      

 -       , 
    �    [4]. 

    ,    -
     �  (fuzzyextractor). -

       -
  ,        

       ,   -
    .    -

          -
 ,      . 

        
     .    
    .      -

        -
,  ,       -

.      ,  -
       

( ) �  ,        
 ,  ,     . 

 
   

 
 . 1        

 ( )  . 
        -

  [1],    :  
-  ; 
-  . 

      ( ): 
-        ; 
-        -

  ; 
-     ,  ,    

     ,    -
 ; 

- ,    . 
 ,   ,    : 

- ,     ( ); 
-    . 



 
. . , . .  

 
 

8

 
 
 
 
 
 
  
 
 
 

 
 

. 1.    
 

          
   �      

  . « »    ,    -
   ,     

 [1].       : 
1 �     ( )   ; 
2 �       ; 
3  �    . 

       3, . .   -
 .  

      ,    
    : 

-   ; 
-     . . 

          
      -

 �  . 
 

       
 

   
         

   .    , -
,     �       -
 ,     -

 ( ).        
 ( )  (V)   ,  

 (V'): 
,         (1) 

 N �  ( )  . 

1

3

( )

2



 
      

 

9

       �  (Authentic)  
 (Intruder) �    (2): 

 
V  Intruder,  D C, 

 V  Authentic,   D<C;       (2) 
    V �   ( )  ; 

D �   ,  
C �    ( ). 

 . 2      -
  ( )    ( . .  -
) ( ).  ,   FalseRejectRate (FRR)  FalseAc-

ceptRate (FAR),        
.    ,  ,     

     (C),   ,  
       ( ). -

        -
   ( ),     -

  1-   2-  : 
 

         (3) 
 

         (4) 
 

        -
          

,     �     -
,       .  

 

 
. 2.        



 
. . , . .  

 
 

10

  
 

     ,     -
     (  )  

         
  ,    .   

        (  
),   ,    .  

       . 3. 
 
 

 
,   . 3,   : 

- Gen (  . Generation) �     
,      R  S   -

  ; 
- Rep (  .Reproduction) �    R'  -

     (V' )  . 
,         
    ,    -

,          -
        [3].    

       -
  ,     .  

 
 

 
        -

.        -  (8,4). 
      GF(29)     3-    9- . 

      ,   -
   FVC2002 DB1_B[5]. 
 . 1     (  ) : 

-   «   » �     
    ,    101_1   -

  ; 
-   «   » �    

   ,      (  
   ). 

 

Gen RepS S

V'
~ V R

�

�

 . 3.     

V
R



 
      

 

11

 1.       
 101_2 101_3 101_4 101_5 101_6 101_7

   
 0,423 0,320 0,310 0,287 0,260 0,220 

   
 0,035 0,228 0,284 0,329 0,353 0,456 
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  ,     101_1. 
 

 2.       
 102_1 103_1 104_1 105_1 106_1 107_1

   
 0,197 0,245 0,232 0,229 0,246 0,199 

   
 0,216 0,298 0,268 0,284 0,287 0,280 
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(FAR) �  33,3%. 
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