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NMPEAOTBPAILEHHME HECAHKIIMOHHMPOBAHHOI'O 3AITYCKATIO:
IoAxXoJabl K MAEHTHUOUKALIMA TTPUNOKEHWN

B pabore paccmarpusaroTcsi npobaembl, CBsi3aHHbIE C MAEHTH(QHKALUEH MPUAOKEHHH B CHCTEMax
npezoTBpalieHus HecaukiuoHuposannoro samycka 110. Ha ocnose cymecTsyromux noaxoaos
PEIIEHHIO ZIaHHOTO BOTIPOCa TIPEAAOKEH HOBbIH METOZ,.

B nacrosiee Bpems TpyaHO HaHTH OpraHU3aLIMH, HE Y/IEASIONIME BHUMAHUS 3aI[HUTe KPUTHIECKH
Ba:KHOH MHPopMauuu. B mogasasionmeM 60AbIIMHCTBE CAydaeB Mepbl 110 3alluTe HH(POPMAIMH
OTPaHHUYUBAIOTCS MCIIOAb30BaHHEM aHTHBHPYCHBIX MPOTPAMM, MEKCETEBbIX SKPAHOB H Pa3AHYHBIX
CPEACTB KOHTPOAS JOCTyIa, KOTOpble MPeJOCTaBASAIOT 3aluTy oT BHemuux yrpos. Oauako, kak
nokasbiBaeT ctaTuctuka [1], yrpossl, ucxoasiiue usHyTpu opraHMsalMM, B YaCTHOCTH OT epCOHAAQ,
HaMHOTO [IPEBOCXOZAT BHEIIHHUE 110 yPOBHIO MpudrHeHHOro yiep6a. CoraacHo coBpeMeHHbIM CTaHzapTaM
[2], perramenTupytonmum obecrieyenre HHPOPMAIIMOHHOH 6E30MACHOCTH, HAHOOABIIMM TOTEHIIHAAOM JAS
HaHeceHus yiep6a rpearnpusaTHio obAazaeT ero cobcTBeHHbIH nepconan. | [po6aema yrpos co ctoponni
MHCaH/IepOB aKTyaAbHa Al OpPTaHU3ALMH BCeX OTPacAeH, 06 3TOM FOBOPUT BO3PACTAIOIIast 03a604€HHOCTD
kommnanui. Yo Kacaetcst caMux BH/IOB ZIesSITEAbHOCTH MHCAHZIEPOB, TO, COTAACHO CTATHCTHYECKUM AHHBIM
[1], Hau6oree onmacuo yrposoii ABAsIeTCA yTeuKka HH(OPMALIHH.

ZJlAst IpoTHBOZIEACTBHS TOZ06HBIM YTPO3aM aKTHBHO HCIIOAB3YIOTCS TIPOrPaMMHO-aIapaTHbIe
CPeACTBA 3aIUTbI, OCYIECTBASIONIME HAOKHPOBAHHE MOPTOB PAGOYHX CTAHLMH U KOHTPOAHPYIOIIUE
3aIlyCK MPUAO2KEHHH Ha aBToMaTH3HpoBaHHbIX pabounx Mectax (APM). ITogo6uble cpeacTa 3amuTh
HI03BOASIOT PEIMTD JIBE 3a/laUM: BO-IIEPBbIX, NIPEJOTBPATHUTb yTEUKY HH(POPMALIMH, a BO-BTOPbIX, ECAH
yTedKa BCe K€ [IPOU3OIIIAA, TIOAYIHTb /I0Ka3aTeAbCTBA, B PE3YAbTATe Yo HAPYLIHUTEAS MOZKHO IPUBAEYb K
oTBeTcTBeHHOCTH. Pa3paboTKa TaKMX CHCTEM SIBASIETCS] OTHIOZb He TPUBHAAbHOH 3ajauel. Jlannas pabota
HIOCBAILIEHA CPE/ICTBAM 3aIllHTbI, OCYIIECTBASIONIUM KOHTPOAb HaJl 3alTyCKOM MPHAOZKEHHH, U OZHOMY
13 TAaBHbIX BOIIPOCOB NIPH PellleHMH TaKoH 3aa4i — HzAeHTHPUKauu npuroxkenuit. OctaHoBumcs Ha
ZJAaHHOM BOTIPOCE U M0/IPO6HO PACCMOTPHM TIOJXO0/bI K €r0 PeNIEHHIO.

B nepByto ouepean, xoTeAoch Gbl 3aMETHTD, YTO CHCTeMa TIPe/I0TBPAIIEHHsT HECAHKIIMOHHPOBAHHOTO
santycka | [O obecrieunBaeT 3aMKHYTOCTb MPOrPaMMHOM CPeabl, MPEAOCTaBASS HAZIE2KHYIO 3aIUTY OT
Pa3AMYHDbIX BHZIOB HerKeAaTeAbHbIX IIPOTPAMM: Ziazke MPH MPOHMKHOBEHUH B 3aILHILAEMYIO CPEAY Kak
AOKaAbHO, TaK U U3 CETU OHH He TIPHYHHAT BPeJ, U3-3a TOTO, YTO He CMOTYT ObITb 3allyllieHbl B IPUHIIUIIE.
ZJlast aocTHzKeHus 2keAaeMoro pesyAbTaTa HeO6X0MMO, TIPEzK/IEe BCET0, BbIOPATh MOJIEAb pasTpaHUYeHHs]
ZI0CTyTIa H ONIPEEAUTD CII0CO6 HAEHTH(PUKALIMH TIPOrPaMM.

[ lepbiM criocob6om siBAsieTCS: HCTIOAb30BaHHE pasTPaHHYEHMs TIPaB 3aIlyCKa TPUAOXKEHUH, JAs
OTIpeZIeA6HHOTO KaTaAoTa H JASl OTIpeZIeAeHHOTO ToAb3oBaTeAsd. Hanpumep, MoxHo paspemuts saryck

HCITOAHSIEMbIX (DAHAOB, HAXOZSIINXCSI B HEKOTOPOM KAaTaAOre, U B TO ?K€ BPeMsI 3AlIPETHTD B HETO 3AITUCh,
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T. €. H3MEHEeHHe 3TOTO KaTaaora M ero cogep:xumoro. OZHaKo 3TO sBASIETCS HEZIOCTATOYHbIM, TaK Kak,
HaIpUMep, HHTEPIIPETATOP IIPU 3aIlyCKe CLEHAPHUs OCYIIECTBAsIET (PAaKTHUECKH He 3alycK, a YTeHHe
(aiira. B To :xe Bpemst moAb30OBaTEAN CHCTEMDI Sl BBITOAHEHUS] CBOMX IOAZKHOCTHDBIX 06513aHHOCTEH
ZIOAZKHBI IMETb TIpaBa Ha YTEHHE U 3aMUCb (PAHAOB, CAEZOBATEABHO, OHH MOTYT Pa3MECTHTb CLIEHAPUH
B OTpeIeACHHOM KaTaAoTe H BbIIIOAHHTD €ro C TOMOIIbIO HHTepIIpeTaTopa. lakuM 06pa3soM, BOBHHUKAeT
He0HX0AMMOCTb pacCMAaTPUBATh 3allyllleHHbIE B CHCTEME IIPOLIECCHI HE TOAbKO KaK 0ObeKTbl, HO U KaK
Cy6'beKTbI I0CTyTIa. |aKoi M0AX0/ MO3BOASIET Pa3peIUThb MPOlleccaM HHTePIPETaTopa YTEHHE TOABKO U3
ozHOrO KaTtaAora. B aToM caydae Mbl ToAy4MM MeXaHHSM 3allUThI, AHAAOTHYHbBIH MEXaHH3My OrpaHHYEHHUs]
[POrPaMMHOH CPEJIbl, TaK KAK MHO2KECTBO BCEX UCIIOAHSIEMBIX (DAHAOB H CLIEHAPUEB OYAET OrPaHUYEHO
OZHUM HAM HECKOABKMMH KaTaAOTaMH, a TOAb30BaTEAH HE CMOTYT H3MeHsTh Hx cozepxsumoe. O zHako
ZIAaHHBIA METOJ CTABUT 3a/la4y OIpeeAeH s HEOOXO0AUMBIX JIAsl HOPMAAbHOH paboThI mpoliecca (pauAoB
U, COOTBETCTBEHHO, KATaAOIOB.

Orpannyenrie IporpaMMHOM cpezibl Ha OCHOBE Pa3MEIIIEHHS B CIIeLIMaAbHbIX KATaAOTaX, paspelieHHbIX K
3AITyCKY, UCTIOAHSIEMbIX (DAHLAOB HE IPEJOCTABASET THOKOCTH IIPH aIMUHHUCTPUPOBAHUH U KOH(PUIYPUPOBAHUH
CHCTeMbI 3aIUMThbl. DoAee y106HbIM 1, HaBepHOE, HOAEE eCTECTBEHHbIM CIIOCO60M 6BINO 6bI COCTaBAEHHE
B SIBHOM BHJIe CITUCKA JIOCTYITHBIX ZASl 3aITycKa TIPHAOMKEHHH. |aKkol mozxoz obecriedHBaeT yAo6CTBO He
TOABKO IPH aAMHHHCTPUPOBAHHUM CHUCTEMbI 0GE30IIaCHOCTH, HO U IIPU HCIIOAb30BAHHU IIPUAOKEHMsI HA
paboueM MecTe COTPYJZHHKOB, TaK KaK paspelleHHOe MPHAOKEHHE MOKET ObITb 3allyILEeHO, Jaxe eCAH
noTpe6yeTcst MepeHeCcTH COOTBETCTBYIOIIME HCIIOAHSIEMbIH (aiA. 1. e. yrpaBAeHHEe paGOYHMH MeCTaMH
COTPYZHUKOB M YIIPABAEHHE CHCTEMOH 3alllUThl OKasbiBaloTcsi pasgerenbl. OZHAKO AN KOPPEKTHOTO
CO3ZIaHUsI CITHCKA HEOBXOAUMO OIPEJIEAUTb CBOMCTBA (alAa, 10 KOTOPbIM MO2KHO 6bIAO Obl OZIHO3HAYHO
ero uzentudumposatb. OUeBHHO, YTO ZAS STOrO HEJOCTATOUHO HCIIOAb30BaTh HMs (haiia.

Hau6oaee noaxoasieit xapakTepucTHKOHN ABASIETCA X3II-KOZ HcroAHsemoro gaiiaa. | Iposepka
X3MI-KOZAa UCKAIOYAaeT BO3MO:KHOCTb TOZMEHbl U T03TOMy 06AaZlaeT BbICOKOH Haze:xHOCTbIO. | lpu
DTOM KOHTPOAUPYETCS] UMEHHO COZIEPKAHUE (PAKAQ, YTO B KOHEYHOM CYETE U SIBASIETCS LIEABIO KOHTPOAS
sanycka. Kpome Toro, mpu XpaHeHMM CITMCKa X3II-KOZOB HET HEOOXOJAUMOCTH B OOeCHeueHHH ero
CeKPETHOCTH, H MIOITOMY OH MOKET IlepesiaBaThCsl B OTKPbITOM BH/Ie Ha KAHEHTCKHE MAIlMHbI. lak:e
XpaHEHHE HECKOABKHX X3III-KOJIOB JIASl PA3HBIX BEPCHH IIPOTPAMM ITO3BOASIET KOHTPOAHPOBATh OGHOBAEHHE
MpOrpaMMHOro obecrieyeHus .

Hezocratkom Takoii cxembl nieHTH(DHKALIMH IPUAOKEHUH IBASIETCS HEOOXOZAUMOCTb 3aTPaduBaTh
PECYPChI CUCTEMbI ZIASI BBIYHCAEHHUST XOII-(DYHKLIHH, U 9TO TEM YYBCTBUTEAbHEE JASI IPOUSBOJUTEABHOCTH
CHCTeMbl, YeM 4Yaile HeoOXO0ZHUMO 3aIyCKaTb T€ HAH HHbIE IPOLECCHI HAH MOArpy:KaTb OGHOAHOTEKH.
Ocobenno ato kacaerca 6M6AHOTEK, TaK Kak HaHGOAEe 4acTO HCIIOAb3yeMble GHOAMOTEKH MOTYT
[IPOELIPOBATbCS B aZpecHOe MPOCTPAHCTBO HOABIIIOTO0 KOAUYECTBA IIPOLIECCOB.

Metozom, cmexHbBIM ¢ TPUBEJEHHbIM, SBASETCS TPOBEPKA 3AEKTPOHHO-LM(PPOBOH MOAIHCH
HCITOAHSIEMBIX (DAUAOB U OUOAMOTEK, [TO3BOAIOILIAs, HE 3aTPAYUBast OOAbILIOH 00beM IIAMSTH Ha XpaHEeHHe
X3MI-KOJOB, YKasblBaTh Kak /[0OBepeHHble 6OAbIIOe YHUCAO NpHAoxkeHud. | [pudem agmunucTpaTopy
cUCcTeMbl 6€30I1aCHOCTH HET HEOBXO0AUMOCTH MOAPOOHO 03HAKOMAATBCS € PabOTOH KaxKAOro MPOoAyKTa
ZIOBEPEHHOTO TIPOUBBOJUTEAS], YTO CYLIECTBEHHO 06Aerdaer paboTy 10 HACTPOHKE CUCTEMBI KOHTPOAS
3aITycKa IPUAOzKeHHH. B To :xe Bpemst 3TOT Moaxo/ cTaBUT 3aa4y OpraHM3alliU J0BEPUs K CEpTU(HKATY
IIPOUBBOZUTEAS (pakiAa U ZOAZKEH ONHUPATbCS Ha MH(PPACTPYKTYPY OTKPBITHIX KAIOUeH. Y 3TOro MeToza
TOT ?Ke HeZI0CTATOK, YTO U Y IPOBEPKHU X3II-KOAA, — IajZeHHe IPOU3BOAUTEABHOCTH.

s Bbimeckasannoro caegyer, 4yTo HH OZMH U3 TPUBEJEHHBIX METOZOB HE YAOBAETBOPSET
MOAHOCTBIO TPEGOBAHUSIM 10 BAUSIHHIO HA MIPOU3BOAUTEABHOCTD 3aIIUIIIAEMON CUCTEMBI, HAZIE2KHOCTH
yZ06CTBY KOH(PUIypUPOBaHHsl CUCTEMbl KOHTPOAs ZocTyra. | [oaTomy 6oaee npeanouturesen noaxoz,

OCHOBaHHbIH Ha KOM6I/IHagI/II/I Pa3AHYHbIX METOJO0B. EI‘O CyTb COCTOUT B MUHHMAAbHOM HCIIOAb30BaHHUH
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PECypCOeMKHX CPe/ICTB (xam-q)yﬂkgnﬁ U LU POBOH noa,rmcn). Hpn HZIEHTH(PUKALMH (PalAa OTITUMH3ALIUSA
BO3MO2KHa TOABKO B CAy4ae ero HECOOTBETCTBHS CITUCKY pa3pelleHHbIX. | . . IepBbIMH JOAKHbI 6bITh
IpoBepeHbl HanboAee IIPOCTble XapaKTEPUCTHKU: UMs, pa3Mep U T. I1., U TOABKO B CAyYae ycriexa A0AKeH
6bITh MpoBepeH xami-koz. Boobiue, s BbiGopa MeTOZa KOHTPOAS JASl PA3AMYHBIX (PAHAOB MO2KHO
Pa3JEAUTDb BCE UCIIOAHSIEMbIE (DAHABL, CLIEHAPUH U OGUOAMOTEKH HA TPH IPYIIIbL:

— YacTo 3arpyzxaemMble B [1aMsTb;

— ucroausiemble gaiabt OC u apyrue ucroAHsieMble aiiabl, H3MeHeHHe KOTopbIX (Tepemernenye,
yZAareHHe, 0OGHOBAEHHE ) TIPOUCXOJMT PEZKO;

— HCMOAHsIEMblE (DAHABI, HEMOCPEJCTBEHHO CBSI3aHHDBIE C [IPOU3BOJCTBEHHOH JESITEABHOCTDIO
COTPYAHUKOB, U IIPOYUE UCTIOAHSIEMbIE (DAHABL.

Takum o6pasom, mpH cO3ZaHUM TOAUTHKH 3aITyCKa IPHAOKEHHH CAEZYeT HaYHHATb C KOHTPOAS Ha
OCHOBE /IOBEPEHHbBIX KATAAOTOB. JTHM METO/IOM, MPe:K/Ie BCETO, IOAXKHbI GbITb OXBayeHbl CTaH/IapTHbIE
6UOAMOTEKH U ZIpyTHE (hakAbI IepBOH U BTOpoi rpym. B cuay Toro, uto aToT noaxoz  nposepke HauboAee
IIPOU3BOZUTEAEH, €T0 HY?KHO HCIIOAb30BaTb HACTOABKO IIHPOKO, HACKOABKO 3TO BO3MO2KHO, HO He B
yiepb ya06¢TBy paboThl ¢ CHCTEMOH 6€30I1aCHOCTH, YYUTHIBAsA BO3MO:KHOCTb H3MEHEHHUST CTPYKTYPbI
KaTaAOrOB U ZI0BEPUsl K UCTIOAHsieMbIM (aiiraM. Jast ocTaBimefics yacTu gpaiaoB 0AzKHA 6bITb CO3aHa
MOAHTHKA, OCHOBAHHAsI HA TIEpEYHE PA3PENIEHHbIX K 3aIyCKY (PAHAOB.

Takum ob6pasoM, MozeAb pasrpaHHYeHHs] AOCTYNA M HAEHTH(PHKALHMU HCIOAHAEMbIX (DaHAOB
omnpezeAseT apXMTEKTypy CHCTeMbl NpeAoTBpalleHus HecaHKIHOHHMpoBaHHoro samycka [10.
[ Ipearozkennprii MeToa HAEHTU(PHUKALMK coYeTaeT B cebe MPenMyIIecTBa CyIeCTBYIOIIHX M0AX0A0B U

B TO K€ BPEMs II0O3BOAAET nusbexkaThb HEKOTOPbIX Hey,LI,O6CTB, CBs3aHHbIX C HUMH.
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A. M. Tumosckuii

CO3J4AHHME CUCTEMBDI AB"I:JOI\/IATI/I‘{ECKOIjI SALUHUTBI MCTTOAHAEMBIX
MAMAOBITIO/Z OC LINUX

[leabto zanHO#M paboTb! 6HIAG CO3ZAHHE CHCTEMbI ABTOMATHIECKOH 3aIlIMThI HCIIOAHSAEMbIX (DAHAOB AAS
OC Linux. B npouecce pa6oTbi 661A1 HccAe10BaHbI CyIIECTBYIOIIHE CHCTEMbI aBTOMATHYECKOH 3aIlUThI
HCIIOAHSIEMBIX (paiAOB (pe3yAbTaTbl 6bIAM OPOPMAEHDI B BUZIE CPABHUTEABHOH TaOAHIIbI):

- EIfCrypt;

- UPX;

- Burneye;

- Shiva.
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