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A. A. Uleaxynos

MockoBckuii rocyzapcTBeHHbIH Texuudeckui yausepeuteT um. H. 3. Baymana

METOZMKA 3AITY TBIBAHUA KOJA JAA ABTOMATHUYECKOM 3ALLMTHI
[TPUAOMKEHWHW OT HEAETAABHOI'O PACTIPOCTPAHEHHMA

Paccmampusaiomes meopemuueckuil annapam, onucel8aouuil 3anymolgarue KoJa U JamHolX, npobaemvl, cmosiwyue
nepe4 paspabomuuKkamu CcucmeMm SAWUMbL NPOZPAMM OM HEACLANBHOO PACIPOCTNPAMEHUS, U CYUECMBYIOWUE MEMOJbl
ux pewenus. Paccmampusaemcs goxkasameabcmso meopemor bapaxa o HegosmodcHOCMU COBJAHUSA ULEANLHOO
obpyckamopa, npusejenvl 3ameuanus asmopa no amomy nosody. llpegrazaemcs memog sanymvisanus koga u
AAHHBLX, NO3BOASLIOWUL COSAAMb 3AUUMY, CPABHUMYIO NO CMOUKOCMU ¢ BUPMYANbHBIMU MAWUHAMU, HO obecneuusaouuii
20pasgo 6oace gvicokoe Gvicmpogeiicmeue 3anYymanHozo KOAA U AAHHBIX.

Ocob6oe HanpaBAeHHEe B pa3BUTHH CHCTEM 3alllUTbhl COCTABASIOT YyTHAHTBI aBTOMATHYECKOH 3all[HUThl
[PUAOKEHHH, T. €. TAKHE IIPOTPaMMbl, KOTOPbIE, HE TPEGYS OT IOAb30BATEAsI CIIELIU(PUUHBIX 3HAHUH,
MO3BOASIIOT BHEJIPUTD B TEAO 3alIMIIAEMOH MOANPOrPaMMbI MEXAaHU3M, OCYIIECTBASIIOIIHUHA 3aAILUTY
npurozenus. /lo HezaBHErO BpeMEHH CUMTAAOCD, YTO TAKOTO POJIA «HABECHDIE BAIUTbI» HE SBASIOTCS
ZIOCTATOYHO CTOMKMMH K B3AOMY U 3a49aCTYIO « CHUMAIOTCSI» TOPAs/10 MPOIIIE, YeEM 3aILUThI, pa3paboTaHHbIe
CMIeLIHaAbHO JASl KOHKPETHOTO TIpHAOzKeHHs. B caMom zeae, 60ABIIMHCTBO yTHAUT aBTOMAaTHIECKOH
3aIIUThI pabOTAIOT JOCTaTOYHO CTAHAAPTHO. F.cTecTBEHHO, YTO St B3AOMA TaKHX 3aILUT GbIAK CO3/1aHbI
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CIIeLIMaAbHbIE HHCTPYMEHTbI H TEXHOAOTHH, TIO3BOASIONIHE 3a49aCTYIO0 aBTOMATHIECKH OAYYHTb HCXOZHOE
npuozenue us samumenHoro. OzHako co BpeMeHeM CTaAH MOSABAATbCS JAeHCTBUTEABHO CTOHKHE
MporpaMMHbIe MPOJAYKTbI, 3alllHIIeHHble YTHAUTaMH aBTOMaTHuecKoH samuthl. | lpu samurte ot
HeAEraAbHOTO THPA2KHPOBaHHs IPUMEHSETCA «IIPUBSA3Ka» IIPOrPaMMbl K KaKOMY-AH60 pecypcy. DTOT
pecypc MozkeT 6bITb BHEITHUM ( KOMITaKT-IMCK, alapaTHbIH KAIOY, IUCKETa U T. . ) HAH BHYTPEHHHM
(BuHuecTep, MaTepuHcKas Aata u T. 4.). Camblii mpocTol Moaxoa — 3To sBHas MPOBEePKa HAAMYHS
pecypca ¢ 3a/JaHHbIMH XapaKTepPHCTHKAMHU: €CAH PeCypC C 3aJaHHbIMH XapaKTepHCTHKAaMH TIPHCYTCTBYET,
TO PO/IOA?KHTD BbIIIOAHEHHE TIPOTPaMMbl, HHa4e — ZAaTh TOAb30BATEAIO 3HATh, YTO POrPaMMa 3aITyCKaeTcs
Ha ero KOMIbioTepe He3akoHHO. VIbl He 6yzem paccy2kaaTh 0 TOM, KaKO# pecypc B JaHHOM CAydae
Ayd4lie IIpUMEHHUTD, TaK KaK 3TO BbIXOZAHUT 3a PaMKH ﬂ,aHHOﬁ pa6OTbI. CTOI/IT AHUIIb OTMETHUTDb, UYTO €CAH
HCIIOAB3YIOTCS] TOABKO TaKHe SIBHbIE IPOBEPKH 6e3 KaKUX-AH60 APYTHX 3aIIHTHbIX MEXaHH3MOB, TO HAHTH
HX B TeAe IPOrpaMMbl H YIAAHTb HE COCTaBAsIeT 0CO6OTo Tpya.

Zlast Toro 4TO6bI CKPBITH SIBHbIE MPOBEPKH, MPUMEHSIOTCS Pa3SAMYHOTO POJZA YTHAHTHI
ABTOMATHYECKOH 3aIUThI TIPUAOzKeHHH (KOHBEPTDI ).

PaccmoTpum npesx e Bcero, Kak JeaKTHBUPYETCS TAKOTO poZia 3aluuTa. B mpocTefimem caydae
JeAaeTCs ZaMIl TAMATH B TOT MOMEHT, KOrZia yIipaBAeHHe 6bIAO MepeJaHo Ha TOYKY BX0Za HCXOZHOTO
npurozkenust. | [oaydennbiit zamm anaAM3HpYeTCS, TepeHaCTPaHBAIOTCA TOUKA BXOZA U TaBAHIIA HMIIOPTA.
Bce aTu zefictBus 3auacTyio MOryT 6bITh pOU3BeAeHbI aBToMaTHYecKH. JlAst ycAozkHEHHs poLiecca
CHSATHS HaBECHOH 3aIlIUThI HCIIOAb3YIOTCS TAKHE METOZbI, KaK Kpazka TaOAHIbI HMITOPTOB, Kpazka TOUKH
BXOZ1a M IMHAMHYeCcKoe MH(POBaHHe y4aCTKOB Koza npunozkenus. | logpobroe nx paccMoTpenue BbrxoguT
3a paMKu zaHHOH ctatbu. OHAKO CAEZyeT 3aMETHTD, YTO AAS GOABIIMHCTBA H3BECTHDIX HABECHBIX
3aI£I/IT, B TOM YHUCAE€ H HCHOJ\bBy}OIgI/IX JaHHbIE€ MEeTOJbl, CngeCTBy}OT aBTOMAaTH4Y€CKHE YTHAHUTDI,
T03BOASIIONIME HX JIeaKTHBHPOBaTh. V13 Bcero BbllreckasaHHOTO MOXKHO CZIeAATb BBIBOZ, YTO 3a4aCTYIO
3a/1a4a CHATHsI KOHBEPTA U CHATHS 3aIUUThI B LIEAOM CBOZHTCS K IMOMCKY YA3BHUMOCTEH B TEXHOAOTHSX
006(yCKaLMK ¥ BUPTYAAH3ALMH, IPUMEHSEMbIX sl 3AILUTHL.

ZlocTaTouHO BHICOKYIO MOMYASIPHOCTD B IIOCAEZIHEE BpeMs TIPHOOPEAa TEXHOAOTHST BUPTYaAM3AIIHH KOZA.
Paccemotpum ee 60aee moapo6Ho. I loabsoBaTeAb momeuaeT kakuM-An60 06pa30M, KAKHE UMEHHO Y4aCTKH
KOJZIa €My XOTeAOCh 6bl TIepeBeCTH B KOZ BUPTYaAbHOH MaruHbl. | [ocAe 3Toro BhI6paHHbIE yH4aCTKH Koza
TIepeBOJATCA B TICEBAOKOZI, @ HHTEPIIPETATOpP MICEB0KO/IA 3aIHChIBAETCS B TEAO MPHAOKeHHs1. | OUKH BXoza B
3alMIIaeMble TAKUM 06pa30M (PYHKIIMH MepeHacTpauBaloTCA Ha Hadaao uHTepriperaTopa. OcHoBHbIMU
HEZIOCTaTKaMH BUPTYaAbHbIX MAIlIUH SIBASIOTCS, TIPEXK/Ie BCETO, HI3Kas CKOPOCTb PaboThI BUPTYaAH30BaHHOTO
KOZIa ¥ M3BECTHOCTD HX [TOBEZIEHHs1, @ CAEZI0BATEABHO, BO3MO2KHOCTD HAITHCAHHS ITOAYaBTOMATHYECKHX HAH
Jlazke aBTOMATHIECKHX CPeZCTB AeKoMrmHAaumH. | lo cyTH zeaa, CTOHMKOCTb TeXHOAOTHI BUPTYaAHSAIMH KOJA
I10 OTHOIIEHHIO K aBTOMATHYECKHM MAH TIOAYaBTOMATHIECKHM CPECTBaM JeKOMITUASLIMH OIpeZeASeTCs
KaueCTBOM TEXHOAOTHH 06(yCKAIIHH, HCTIOAb3YeMbIX JASl 3aITyThIBaHHS Koza U JaHHbIX camoi BIM.

PaccMoTtpum popmarbHOe onmcaHue Tpouecca 06(yCKAlMH HAH 3aITyThIBaHHMS KOJA M JaHHbIX.
BepositnocTubiii axropurm O sisasierca TM 06¢hyckaTopoM Mpu BHITOAHEHHH CAEYIOIIMX Tpex yeAoBHH [ 3]:

1) Dynkyuornarvrocmo. Jaa awob6oit TM M O(M ) Bbraucasiet Ty e (pynkuuio, uto u M.

2) Ioauromuanvroe sameancrue. runa u Bpems Bbimornenuss O(M ) zorxubr 6bITH
TIOAMHOMHHAABHO 60AbIIIE aHAAOTHYHBIX TToKasaTeAer aas M. T. e. cymecTByer moauHOM p Takoi, 4To
|O(M)|<p(|M|) u ecau M sakanunsaer cBoro pa6oty yepes f IAroB Py ONpeAeAeHHOM BXOZE X, TO
O(M ) oxanuupaet cBoro paboTy 3a p(t) 1I1aroB MpH TOM e BXOJE X.

3) Csoiicmso supmyaabHozo ueprozo suuxa. as Ato6oit BeposTHOCTHOH MamuHbI | bropuHra
PPT A wnaiinercs BepositHocTHast MamuHa | bropunra POT S takas, uro ara scex TM M cnipaBeauso:

|PAOM)) = 11—Pr[S*1") = 1]| <neg(|M]). 1)
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4. A. UlenkyHoB

T. e., roBops HepopmMarbHO, He cymecTByeT 60Aee IPGEKTHBHOTO AATOPUTMA PACTIO3HABAHHUS
06(yCcKaLMH, YeM 06bIMHOE TIPeATIONOKEHHE, CZIEAAHHOE Ha OCHOBE aHAAM3a BXOZI0B H BbIX0ZIOB 3aITy TaHHOH
nporpamMmbi ((PYHKIIMM HAH 3aITyTaHHOTO Ha60pa MHCTPYKIIUH ).

Bapaxom 6b110 10Ka3aHO, YTO yHHBEPCAABHOTO 06(yCKaTOpa He CyIEeCTBYET, TaK KaK CYIIeCTBYeT
KAACC MOATIPOTPaMM, JAS KOTOPBIX OCHOBHOE (PYHKIIHOHAABHOE CBOMCTBO YCTaHABAHBAETCS JOCTATOYHO
Aerko. [ loapo6uo zokasareabcTBO npeactaBaeHo B paboTe [3].

BazazuM HECKOABKO OTIpeIe ACHHIL.

Az crpok a, Be {0,1} onpeaerum mamuny Tvropunra:

ca,ﬂ<x)”i{ﬂ R @)

0" otherwise
Tenepb zazum onpeaerenne Mammunb! 1 bropuHra, KOTOPas MO2KET OIIPEEAUTD, HMes Ha BXOJe

TM C, somonnsier au C pynxumio C, ; (06razator an C u C, joaHnM 1 TEM e QYHKIMOHAABHBIM

cBoictBoM), uan C Bbinoansier Hekyro gpynkuuio C g TAE ( oc B’ )= (o B):
1 Cla)=p
D _,(C)= . 3
«s(C) {O otherwise ©)
Ipeanoroxnm, aro TM o6dyckarop O cymectsyer. [Tycts ars o, e {0,1}* C, p D, uZ,

onpeaeAenpl Tak e, kak u spune. [lyers F = C #D ,uG, =Z #C, . Hrax, arropurm 4,
umest Ha Bxoge T M F, packragpisaer ee na F # F, v na Borxoze Boigaer F(F ). Takum o6pasom, nveem:

PrLACOCF,, ) =1=1, (4)
PrLACO(G,, ) =11=0, )
o[ S"er (10) = 1]—Pr[SCer (1) =1]| <27 2®, (6)

T. e. Bapax zokasbiBaer, uto cymecrsoBanue T M o6@yckaTopa Takzke HeBosmozkHO. OHaKO
CTOMT 06paTHTb BHUMAHME Ha TOT (PAKT, YTO JAHHOE JJ0KAa3aTeAbCTBO 6asHupyeTcs Ha yTBep:K/ACHHH, UTO

BCerza BO3MOzKHO noAyuutb pasaoxenne C, # D, ; sa noaunomnarvuoe spemst, rak kax C, ju D,

a,p
HMEIOT OJIHHAKOBbIE pasMepbl I10 TIOCTPOEHHIO. OaHaKo OYeBH/IHO, UTO B STOM CAy4ae o6cpyc1<aTop @) yﬂqe
He siBAsieTcst uaearbHbiM. /la 1 B KauecTBe 3amyThIBaeMO# MPOrpaMMbl BBICTYTIAET 110 CYTH ZeAa HeKast
TporpamMmMa, KOTOpasi BbIBOZHT Ha 9KpaH CBOM COOCTBEHHBIH TEKCT.

Paspaboranubiii MeToa 06(QycKaLUK MopasyMeBaeT Jo6aBAeHHE (AaAbIIHBOTO aATOPHTMA K
HCTHHHOMY aATOPDHUTMY B geJ\ﬂX MaKCHMAAbHOI'O 3aTPYZHEHHSI BbIIBACHHA HCTHHHOI'O aATOPUTMA B YHCTOM
Buze. Ha npakTuke Han6oaee 1eHHBIM SIBASETCS CBOHCTBO CTOMKOCTH K aBTOMAaTHIECKHM aATOPHTMAM
ONTUMM3ALIMU. JTUM CBOHCTBOM HMeeT CMbICA 3aMeHHTb 6oAee cTporoe cBoiictBo Black-Box no Bapaxy.
(MDopmarbHO 9TO CBOHCTBO BBIFASZHT TaK

if (Pr[OptAlg(O(M ))=1]> neg(|M|)) ) (7)
(Pr[optAlg(0' (M ))=1]~ Pr[OptAlg(O'(M")) =1])) < neg(|M|)

B aannom caywae O’ (M )— sto eme oano npumenenue arroputma O Mo OTHOIIEHHIO K
noanporpamme M, a O’ (M’) — ato npumenenue arropurma O 1o oTHomeHuo K noanporpamme M,
otanvatomneiicss ot M. T. e. zazke ecan BosmozkHO mocTpouTthb arroput™ ontumusatuu OptAlg, To on
6yZIeT akTyaAeH TOAbKO JAASl KOHKpeTHo# noanporpammbl O(M ).

Zast Toro uT06bI MOATIPOrpaMMa 6bIAA CTORKOH 10 OTHOIIEHHIO K aATOPUTMAaM ONTHMH3ALMH B
COOTBETCTBMH C OIlpeZieAeHHeM, JaHHbIM B popMyAe (7), Heo6X0ZUMO COBAIO AT HUKETIPHBE JeHHbIE
pexomenganmy. Bee onu paspa6oTaHbl aBTOPOM Ha OCHOBE aHaAM3a TEOPHH TIOCTPOEHHsT KOMITHAATOPOB U
TEXHOAOTHUH ONITUMHU3ALIUH KO/,

1) MackupoBka rpaga KOHTPOAS yIIpaBAE€HHUS IOAIIPOTPAMMBbI.

2) O6ecneuenre HeMPHUBOAMMOCTH rpada MOTOKa YIIPaBAEHH .

3) Ol‘[pe,lI,eJ\eHI/IH (pa]\b]_HI/IBbIX IE€PEMEHHDbIX HE JOAKHbI YHUYTOKATbCsI B KOng noAIporpaMmbl.
ubivMu croBamu, cBoHCTBO (PyHKLIMOHaABHOCTH Mo Dapaky 70A2kHO 6bITh HapyIIIeHO.
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4) Ol‘[peﬂ,ej\eHHﬂ (pa]\bI_HI/IBbIX NEePEMEHHbIX HE€ JOAKHbI YHHUUYTOXKATbCA A0 TOro, Kak 3TH
IepeMEHHbDbIE XOTb pas HE 6bU\I/I HUCIIOAb30BaHbI.
5) Muo:xecTBa siueex namMsaTH A «PEaAbHOTO» H «MyCOPHOTO» KOHTEKCTOB, C KOTOPhIMH paboTaeT
3aIllyTaHHas rIporpaMMa, 4OAKHbI COOTBETCTBOBATb CUCTEME, HpHBeﬂ,eHHOﬁ HUZKeE:
VRF\;EAL rWVFF\/;KE * @
Veea NVeaee # O

(8)

R R
rae VR, VR xz — MHOXecCTBa Bcex Aueek NMaMATH, U3 KOTOPBIX NPOU3BOJAT YTEHHE
COOTBETCTBEHHO «PEANbHBIE» H «MyCOpHbIe» mucTpykunm, a V'V, VWV — MHo:ecTBa Beex srueex

IIaMsITH, B KOTOPbIE IIPOU3BOJAAT 3aITUCh COOTBETCTBEHHO «pE€aAbHbIE» H «MYCOPHDbIE» HHCTPYKIIHH.

6) Ol'[peﬂ,e]\eHI/Iﬂ F]\O6aJ\beIX (jpa.J\bH_II/IBbIX MEPEMEHHDIX LOA2KHbI YHUYTO2KATbCsI TOrZ,a H TOAbKO
TOr/Zla, KOrza JaHHasi rAobaAbHasl epeMeHHast HCIIOAb3YETCsl B Ka4eCTBE OJHOTO U3 IapaMeTPOB B
OIpeIEAEHHUH, YHHUTOKAIOILIEM €€ IIPEAbIAYILEe 3HAYEHUE.

7) «MepTBbiit» KO He JOA?KEH CUABHO OTAMYATBCS OT PEAABHO BbIIOAHsIEMOTo Koza. Bee npasuaa,
NpuBE€AEHHbIE BbIIIIE, IOA2KHDBI OTHOCHUTbCA B TOM YHCAE€ U K HEMY.

Ha ocnoge Bbimensaozxennbix npaBuA 6bia paspaboTan meToz o6@yckauuu. Firo ocnoBabiMu
0COBGEHHOCTSIMH SIBASIFOTCST BOSMO2KHOCTD 3aIlyThIBAHUS KAK Ha yPOBHE IIPOMEKYTOYHOT0, TaK M HA YPOBHE
MAIlIMHHOTO KO/Ia U HCIIOAb30BaHUe (JaAbIIUBOIO FA0GAABHOTO KOHTEKCTA.
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